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Abstract 
The current discourse surrounding victims of online fraud is heavily premised on an 
individual notion of greed. The strength of this discourse permeates the thinking of 
those who have not experienced this type of crime, as well as victims themselves. The 
current discourse also manifests itself in theories of victim precipitation, which again 
assigns the locus of blame to individuals for their actions in an offence. While these 
typologies and categorisations of victims have been critiqued as “victim blaming” in 
other fields, this has not occurred with regard to online fraud victims, where victim 
focused ideas of responsibility for the offence continue to dominate. This paper 
illustrates the nature and extent of the greed discourse and argues that it forms part of a 
wider construction of online fraud that sees responsibility for victimisation lie with the 
victims themselves and their actions. It argues that the current discourse does not take 
into account the level of deception and the targeting of vulnerability that is employed by 
the offender in perpetrating this type of crime. It concludes by advocating the need to 
further examine and challenge this discourse, especially with regard to its potential 
impact for victim’s access to support services and the wider criminal justice system.  
Introduction 
Compared to criminology, victimology is young, emerging at the end of world war two 
(Fattah 2000:18). Early explanations and typologies of victimisation were derived from 
positivism, which focused on individual notions of responsibility (Dignan 2005: 32; 
Walklate 2012: 174). Early victimisation theories argued that the behaviour and 
characteristics of victims contributed to their victimisation (Wilcox 2010: 983). While 
many researchers challenged the validity of these assumptions, victim blaming was 
strong and has had an enduring and damaging effect on victimology (Rock 2007: 42).  
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This paper focuses on victims of online fraud. The elements of online fraud are 
discussed with relevance to how victims are constructed by society and themselves. 
The current discourse surrounding online fraud victimisation is presented, using 
excerpts from interviews undertaken with 85 seniors (aged 50 years or older) who had 
received a fraudulent email request for money, personal details or passwordsi. The 
analysis will demonstrate that greed is internalised by the victims as a discourse about 
others rather than themselves. Such a perception is premised upon a societal 
understanding that attributes responsibility to victims for their own circumstances. 
It is argued that despite criticisms leveled at typologies which seek to blame the victim 
in other fields, current discourses that surround online fraud victimisation are inherently 
premised on individual notions of blame and guilt. The strength of these assertions 
regarding the individual’s role and level of responsibility in their victimisation transcends 
those who have not responded to a fraudulent email as well as those who have.  
Overall, this paper establishes the dominance of positivist theories underpinning current 
discourses surrounding online fraud victims. This is argued to lead to potentially 
devastating consequences, in that it fails to acknowledge the legitimacy of these 
individuals as victims, as well as to recognise ability of the offender to manipulate 
victims to elicit compliance (Drew and Cross forthcoming). It presents two cases which 
serve to rebuke the perceived greed of victims in responding to fraudulent requests. 
This paper concludes by asserting the need to examine the greed discourse in terms of 
its consequences for online fraud victims to access support services and the broader 
criminal justice system.  
Early explanations of victimisation 
In 1940, Benjamin Mendelsohn coined the term “victimology”, arguing that a new field 
should be dedicated to the study of victims (Burgess Regehr & Roberts 2013: 76). All 
early victimological theories were based on acts of physical violence, such as homicide 
and rape. Mendelsohn proposed six distinct types of victims, from those who are 
completely innocent, those with minor guilt and responsibility from their own ignorance, 
those who are as guilty as the offender and share equal responsibility, those who are 
slightly guiltier than the offender (in terms of provocation), those who are exclusively 
responsible for their victimisation, and lastly, imaginary victims, who suffer no actual 
harm but falsely accuse another party (Burgess et al. 2013: 77). This classification was 
primarily based on the attribution of guilt since “the ascription of guilt… tends to destroy 
victim status” (Strobl 2010: 9). Later classifications of victims resemble this original 
typology, with Fattah proposing five categories of victims, including the nonparticipating 
victim, the predisposed victim, the provocative victim, the precipitating victim and the 
false victim (Burgess et al. 2013: 76). Both of these classifications focus their attention 
on the guilt and responsibility of the victim.  
Hans von Hentig advocated a categorisation that focused on the victim-offender 
relationship (Dignan 2005: 32). He proposed thirteen distinct categories of victims, 
based on the degree of culpability exhibited by the victim (Dignan 2005: 32). Following 
this, Stephen Schafer proposed seven categories of victims, being unrelated victims, 
provocative victims, precipitative victims, biologically weak victims, socially weak 
victims, self victimising victims and political victims (Burgess et al. 2013: 80). Schafer’s 
typology draws attention to the notion of victim precipitation, which attributes a level of 
blame to the victim for their victimisation and therefore implies that victims can take 
actions to prevent their victimisation. It is evident that early victimisation theory focused 
heavily on the level of guilt and responsibility borne by victims in contributing to their 
victimisation. Each typology can be viewed as a continuum of blame, from the 
completely innocent to the fully culpable. However these typologies did not just ascribe 
blame to individuals who were seen to incite or provoke their victimisation, but also 
incorporated those who had become victims through unintentional actions of 
“carelessness, helplessness, negligence or poor judgment” (Cook 2010: 970). 
Collectively, these typologies reinforced the perception that victims should be able to 
avoid victimisation, through modifying and regulating their own actions and interactions 
with potential offenders.  
The current study 
In order to substantiate this argument, the following analysis is based upon excerpts 
taken from interviews conducted with 85 seniors (aged 50 years or older) across 
Queensland, who had received a fraudulent email request for money, personal details 
or passwords. Semi-structured interviews were held with non-respondents (those who 
had received the fraudulent request and not responded) and respondents (those who 
responded in some way to the fraudulent request). This includes a number of individuals 
who incurred financial losses up to several hundred thousand dollars.  
The remainder of the paper presents excerpts from these interviews ii to illustrate the 
prevalence of a discourse founded on victim typologies which ascribe blame and guilt to 
the victim for their actions. The existence of this discourse manifests itself through the 
construction of online fraud victims as motivated by greed. This is an individualistic 
characteristic, which leads to attributing blame and responsibility to the victim on the 
basis that if they were not greedy in the first place, they would not respond and become 
victims. It is derived from positivist thinking, which seeks to find causal explanations for 
both victimising and offending behaviours. The paper also demonstrates that greed is 
internalised by victims, however this is directed at other victims of online fraud and 
allows them to disassociate themselves from the negativity that such a discourse 
generates. Lastly, it presents evidence that opposes the perceived greed of victims, and 
seeks to highlight the complex reality of fraudulent approaches.  
Understanding online fraud victimisation 
Online fraud can be defined as “any type of fraud scheme that uses email, web sites, 
chat rooms or message boards to present fraudulent solicitations to prospective victims, 
to conduct fraudulent transactions or to transmit the proceeds of fraud to financial 
institutions or to others connected with the scheme” (Australian Federal Police 2012). 
While fraud is not new, the internet has facilitated an increase in the accessibility of 
potential victims. While there are an infinite number of possible fraudulent approaches 
(Cross 2012), the current study focused on advanced fee fraud (where a victim is asked 
to send a small amount of money with the promise of receiving a larger amount of 
money in the future) (Ross and Smith 2011: 1); phishing emails (where a victim receives 
an email from a legitimate institution asking for confirmation of personal details) (Choo 
2011: 3); and romance fraud (where a victim is defrauded in what they believe to be a 
legitimate relationship) (Rege 2009: 497). Participants were asked why they responded 
to a fraudulent email request (where relevant) and their perceptions of why other people 
responded such requests.  
The key element to any fraud offence is deception. Victims are presented with a 
situation they feel is plausible, based on the offender’s skillful manipulation of an 
individual weakness or vulnerability (Drew and Cross forthcoming). While the situation 
may seem obviously false by an outsider (such as family, friend or police officer), the 
victim believes in the legitimacy of their situation. Importantly, once trust and rapport is 
developed between the victim and the offender and a relationship is established 
(romantic or otherwise), the offender can successfully elicit compliance from the victim 
to their requests for money, personal details or passwords (Drew and Cross 
forthcoming). Therefore, it is not unusual for victims to carry out multiple money 
transfers over a period of time (weeks, months, or even years) before they either run out 
of money or come to realise that they have been defrauded. Although these victims 
willingly send money to their offender, it is essential to note that they do it under false 
pretenses and the level of deception perpetrated against them can be highly 
sophisticated and complex.  
Internalising the social construction of greed 
It is evident that the notion of attributing responsibility to victims of online fraud and 
blaming them for their victimisation is a dominant discourse. This is primarily 
demonstrated through an overriding belief in the greed of online fraud victims. It is the 
most dominant explanation offered by non-respondent participants as to why individuals 
respond to fraudulent emails.  
The Nigerian scams, I mean the structure of the messages you know are clearly absurd, I’ve 
heard people say especially the police it’s just pure greed that draws them in and I would 
imagine it is just pure greed… (Elliott, non-respondent, 72 years). 
 
There is that incredible sense of greed that we all have when we think we can get something for 
nothing… (Vince, non-respondent, 58 years). 
 
Apart from my first thought that you have got to be a bloody idiot, all they can see is money. A 
quick way of getting money and all they can see if I do this I will get money and nobody will know 
about it (Roberta, non-respondent, 69 years).  
 
These comments from non-respondents indicate the idea that greed is the driving force 
behind a person’s decision to respond to a fraudulent email. It justifies an overriding 
focus on the individual actions of the email recipient and insinuates individual notions of 
blame towards the respondent. This is abundantly clear in the following comment from 
Russell.  
Nobody’s making you do it are they. Nobody is holding a gun to your head saying you’ve got 
to do this. No it’s irresponsible, they thought it through, they must be thinking they are getting 
something for nothing. Could be the old greed thing, I don’t know. Everybody wants to win 
the lotto (Russell, non-respondent, 66 years).  
 
This comment explicitly articulates the view that responding to fraudulent emails is a 
choice people make that is motivated by greed. However, it was not just non-
respondents who expressed greed as the prime reason for responding. Nicholas and 
Cynthia also cited greed as a factor, despite both of them having responded to 
fraudulent email requests with personal information.  
Greed, opportunists but I think something for nothing sort of thing, they still believe in the 
free lunch or whatever it is, that we’ve been told does not exist. Is it greed, well maybe that’s 
a bit harsh, I think people get involved to see if there’s really something in it for them… Yeah 
I think that [it is] greed and I think people perhaps go down those paths, thinking that they’re 
going to get all that money… (Nicholas, respondent, 62 years).  
 
They are greedy. They are out for money that they don’t earn, they didn’t earn. The money 
that they shouldn’t claim and really if they respond to them, they are being dishonest. 
(Cynthia, respondent, 65 years).  
 
The above excerpts illustrate that although Nicholas and Cynthia hold strong views 
about the greed of those who respond to fraudulent emails, it did not stop them from 
participating in the process themselves. While neither Nicholas nor Cynthia sent money, 
they both sent personal information waiting to see how long until they were asked for 
money. While neither indicated a preparedness to send money, they were both willing to 
communicate with the offender until a request arrived, and would arguably have kept 
the money if it had come through as promised. This also illustrates the dilemma that 
exists whereby both Nicholas and Cynthia believe in the greed of other victims, but do 
not perceive their own actions in the same way. While they construct other respondents 
to be greedy, they disassociate themselves from the same discourse.  
The existence of victim blaming beliefs related to individuals who respond to fraudulent 
emails is clearly prevalent. Participants in the current research project put forward a 
very compelling argument to support online fraud victims as greedy and therefore 
attribute blame and responsibility to them for their victimisation.  Even victims 
themselves hold these same negative beliefs towards themselves and others. This is 
evident in the following example from Patrick, who was involved in an inheritance fraud, 
and flew to Europe to collect his money, jeopardising his safety and suffering financial 
losses through his travel. 
In the back of your mind is probably that bit of extra money, that dollars and cents. We are 
ruled by the dollars and cents in the world and you know yourself if you haven’t got money, 
or you are out of work, no one wants to know you… But down the road we are only human 
beings and we think, yeah, righto, we are going to get a bit out of it and in the meantime we 
get burnt trying to get that extra dollar that we think we can. That’s why we go and buy lotto 
tickets… that bit of greed we get, and it depends how much [we] hunger for it and if you don’t 
look at the dollars and cents behind yourself, you are just gone (Patrick, 61 years, 
respondent) 
 Patrick’s explanation demonstrates the existence of the greed discourse, albeit in a 
weaker sense compared to the comments by non-respondents. In contrast, the 
comments of Hazel, who lost several hundred thousand dollars through an investment 
fraud, indicate a very strong belief in the greed of respondents (herself included).  
I think it is greed. I really think it is greed… It is absolute greed. And even to get a million 
dollars is not easy out here unless you win lotto so you are driven by greed. And anyone who 
says anything else is a liar. You just think oh no, it will work out. All along, because you are 
told the money will go in your account, you think they can’t dud you because the money has 
got to go in your account. But they do dud you because the money never gets into your 
account (Hazel, respondent, 64 years).  
Rather than her own experience mitigating or softening her views, Hazel provides 
evidence of the same discourse that exists amongst those who have not responded to 
fraudulent emails. In combination, each of these excerpts of respondents and non-
respondents demonstrate the prevalence of greed as the explanation as to why people 
respond to fraudulent emails. This dominant discourse of greed can be seen as part of 
the wider discourse of victim blaming, which attributes guilt to victims for their actions 
and therefore holds them varyingly responsible for the negative consequences that 
arise.  
However, not all victims believe themselves to be greedy or subscribe to the dominant 
discourse. Martha, who was involved in an inheritance fraud and lost over $50,000 
across a six year period, introduces a different aspect to the greed discourse, implying 
that losing some money to access a larger amount is part of the process.  
Interviewer: There are others as well who have said that responding to these types of 
emails, you are trying to get something for nothing, so to speak, despite the fact that you 
have sent a lot of money, how would you respond to that type of statement? 
Martha: Getting something for nothing? No one can get something for nothing. I mean 
anyone has to pay for something. You can’t get something for nothing. You have to pay. You 
order something over the internet and you have to pay for it. It is the same type of thing. You 
are getting all this money so you have to pay for all the certificates and everything. I mean if I 
ordered another birth certificate over the internet I still have to pay for it.  
(Martha, respondent, 63 years) 
 
Martha clearly refutes the argument that victims expect to get something for nothing and 
she denies greed as a reason why she responded. When she was informed of being a 
beneficiary to a large inheritance, she expected that she would need to pay costs and 
this was how she was defrauded. While this does not displace the greed discourse in its 
entirety, it may explain why some victims continue to send money over a sustained 
period of time. 
Beyond greed: the reality of victimisation 
It is evident that greed is the dominant discourse surrounding online fraud victimisation, 
expressed by both respondents and non-respondents alike. However, despite the 
dominance of this rhetoric, the reality of victimisation detailed by victims of online fraud, 
presents no evidence to substantiate these claims of greed. Rather, the narratives 
provided by victims on how they became involved in fraud, illustrate the complexity by 
which offenders target victims and manipulate their weaknesses and vulnerabilities to 
increase the likelihood of a positive response.  
For example, Hazel clearly articulated her belief in the greed of online fraud victims. 
However her circumstances do not fit with this discourse. Hazel was the owner of a 
small business with an online presence. She received an email to her business account 
asking her to tender for a contract, an accepted practice in her industry. She was 
awarded the contract and this was the entry point to her victimisation experience. The 
contract Hazel won concerned the construction of an orphanage in Africa and appealed 
to her long held desire to help children in need. This is evident in the following excerpt 
as she reflects on how she became involved.  
Interviewer: Do you think there is anything that could have stopped you back at the 
beginning from getting involved in this experience? 
Hazel: I think the way that they came at it, mainly because I was so keen to go to Africa and 
work with the kids. And [offender] was keen to set up a, like an orphanage thing for children, 
so he got to me that way, you know he was clever. He was clever. That is probably what got 
me involved.  
(Hazel, respondent, 64 years) 
 
Despite Hazel proclaiming the greed of all online fraud victims, this comment clearly 
indicates her involvement was initiated through a desire to help children in Africa rather 
than a self-centered desire to make money. The ability of the offender to target Hazel’s 
aspiration to help African children increased the likelihood of Hazel responding to the 
initial request and can be understood as the driving force behind her sustained 
involvement. It is not known if the offender knew this prior to contacting Hazel, or 
whether this was an educated move based on the generosity of many Australians to 
assist African orphans.  
A similar situation exists for Frank. Frank had recently lost his wife to a brain 
hemorrhage. He had started using various social networking websites to chat to women 
across the globe and in particular, started communicating with a woman in Ghana. 
During their conversations, Frank had shared details about himself and more 
importantly, details about his wife’s death. After a few months, Frank received a request 
for money from the brother of the woman he had been communicating with, after being 
advised she had been in a car crash and was suffering from the same illness that had 
taken his wife.  
…Then her brother calls me, sends me an email under her name and said she got hit by a 
car, her brain’s bleeding anyway, I just lost my wife with a brain hemorrhage, and they 
wanted $1000 for the doctor to operate, they won’t do anything unless you pay, so I sent 
them $1000 [or] $1200, then it started… (Frank, respondent, 73 years).  
Frank was suspicious of the situation presented to him, but was willing to send the 
money on the off chance that the situation was legitimate and that this woman was sick. 
He had also been in phone contact with the alleged doctor who was treating her, which 
added to the plausibility of the situation.  
…She got hit by this car… I phoned the doctor and everything I phoned the doctor because I 
want to know. My wife had died from a brain hemorrhage you know and I’d spent two one 
hour sessions, probably a long time with two different neurosurgeons down there I wanted to 
give them my brain. [I said to them] why don’t you try this and [this], and as it turned out a lot 
of the things I suggested had been tried and don’t work. She’d had a massive internal bleed 
in the brain, you could see the scan it was just black… the doctor said if it’s on the perimeter 
on the edge of the brain, yeah they can drain the pressure off and fix it up and I thought you 
know, and that’s how they got me with her. $1000 wasn’t much, but I didn’t really believe it 
but I said maybe if it is going to happen and she is going to die I said for a thousand dollars 
they can have it you know… (Frank, respondent, 73 years).  
Frank’s situation illustrates the insidious way that offenders will manipulate a person’s 
emotions and circumstances to obtain financial benefits. It demonstrates the way that 
Frank was presented with a situation that involved multiple actors (the woman, her 
brother and the doctor) in order to increase the likelihood that he would consent to the 
request for money. The use of the same illness that had claimed his wife also reinforces 
the ways that offenders will specifically target victims to gain compliance to financial 
requests.  
Most importantly it demonstrates that the discourse of greed applied to victims, such as 
Hazel and Frank, does not fit with the actual reasons why these people became victims 
of online fraud. It shows a clear disjuncture between the perception that all victims are 
greedy and the reality whereby victims are targeted implicitly (such as Hazel through 
her wish to help African orphans) or explicitly (such as Frank, whereby his wife’s death 
was used as a means to manipulate and cloud his judgment) to send money to 
overseas offenders. It demonstrates the complexity and high level of sophistication that 
characterise many fraudulent approaches and the difficulties that victims have in 
identifying them as fraud. It clearly does not provide evidence to substantiate the 
perceived greed of victims, rather it shows how victims were led to believe in the 
legitimacy of their respective situations.  
Conclusion 
The above excerpts have clearly articulated the negativity currently associated with 
online fraud victimisation, one that firmly holds victims responsible for their own 
victimisation, through their decision to respond to a fraudulent email out of perceived 
greed. As mentioned earlier, the simplicity of this explanation fails to acknowledge many 
factors, including the ability of the offender to skillfully manipulate and exploit victim 
weaknesses and vulnerabilities and the dynamics of the relationship between the two 
(Drew and Cross forthcoming). While victim typologies which assign guilt and 
responsibility to the victim have sustained criticism for victim blaming in other fields 
(such as sexual assault and rape), this has not occurred for victims of online fraud. 
Rather, the dominance of a discourse that places victims of online fraud firmly 
responsible for the consequences of their actions includes individuals who have not 
responded to fraudulent email requests as well as those who have. The influence of this 
positivist paradigm is dominant in the ways in which online fraud victims are constructed 
by themselves and others. This paper also provided evidence that the internalisation of 
greed by victims as a discourse to explain other’s victimisation is not always internalized 
by themselves. Lastly, through the examples of Hazel and Frank, it has been argued 
that there is a disjuncture between the perceived greed of victims and the reality of how 
individuals become victims of online fraud. These are only two of the many victim 
stories which conflict with the dominant greed discourse perpetuated by both victims 
and non-victims alike. Further work needs to be done to document the reality of online 
fraud victimisation experiences against this discourse. 
In addition, the presence of this discourse is likely to have significant consequences on 
victims of online fraud, in terms of their ability to access support services and the 
criminal justice system more broadly, given their lack of recognition as legitimate 
victims. Further analysis is required on the impact of current discourses about online 
fraud victims, (similar to what has been achieved in other fields such as domestic 
violence, rape and sexual assault), with a view to challenging the victim focused 
explanations and instead, providing an account of this crime which adequately 
recognises the reality of the situation.  
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